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SYSTEMS AND METHODS FOR PROVIDING MULTI-LAYER 
PROTECTION SWITCHING WITHIN A SUB-NETWORKING 

CONNECTION 

BACKGROUND OF THE INVENTION 

[0001] The invention relates generally to systems and methods of 
subnetwork connection protection. More specifically, certain embodiments generally relate to 
protection switching mechanisms and methods that afford multiple layers of protection 
through combined inter-leg and intra-leg switching. 

[0002] A wide variety of communications networks exist today and are 
continuously being improved. These communications networks support large volumes of 
traffic and offer a wide variety of services. There is increased need for the reliable and 
continuous operation of such networks due to the ever increasing traffic loads and growing 
reliance on communications networks for both business and personal use. An important 
element of reliability is the ability to quickly detect failures within the network and to 
automatically correct or restore the communications link. Self-healing methods, which 
automatically restore network connections after failure, exist for certain network 
architectures. Self-healing methods typically rely on distributed control to ensure fast fault 
recovery and to protect against catastrophic failure. 

[0003] In certain network architectures, protection from failure has been 
addressed by adding redundant hardware and traffic channels. Typically, redundant networks 
include backup boards or cards that convey traffic signals identical to the traffic signals on a 
primary board or card. The primary and back-up cards are also referred to as working and 
protection cards. Throughout, the terms "primary" and "working" are used interchangeably, 
and the terms "back-up" and "protection" are used interchangeably. When a failure occurs on 
the primary board, the traffic to the backup board is utilized to ensure reliable and continuous 
service. 

[0004] One example of a redundant protection scheme is a "1+1 protection 
scheme" in which every primary board is uniquely associated with a backup board. The 1+1 
protection scheme protects against single board failures by affording hitless protection 
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switching, namely the ability to switch in a backup board in the event the primary board fails 
before frame synchronization is lost. 

[0005] Another conventional protection scheme is sub-network connection 
protection (SNCP). SNCP is a SDH-standard path protection mechanism (defined in ITU-T 
G.841) similar to UPSR (Bellcore GR-1400) in the SONET standard. In accordance with 
SNCP, a permanent source bridge is provided on the transmit side, and a selector function is 
implemented on the receive side. SNCPs are unidirectional, and switching is performed in a 
manner very similar to 1+1 and UPSR protection schemes. The ITU-T G.841 and Bellcore 
GR-1400 standards are incorporated herein in their entirety by reference. 

[0006] Another conventional protection scheme is "1:N protection", which 
allows a single backup or protection card to provide shared or limited protection to multiple 
primary or working cards. In a 1 :N protection scheme, multiple working cards convey unique 
and separate traffic signals, but are protected by a common, single protection card. The 
working cards are afforded a priority distribution that determines the extent to which each 
working card is protected by the protection card. 

[0007] However, conventional protection schemes have experienced limited 
success. Conventional protection schemes, such as the 1+1, SNC (UPSR) and 1:N protection 
schemes, correlate each working port, path or card respectively with at most a single 
protection port, path or card. In the 1:N protection scheme, multiple working cards are 
correlated to a common single protection card. While these protection schemes are able to 
adequately address failures within one or a limited number of working cards, these protection 
schemes do not afford added backup in the event that the first layer of protection experiences 
failures or faults. For example, in the 1+1 protection scheme, when the working card and the 
protection card both fail, a catastrophic failure would then be experienced and frame 
synchronization would be lost. In SNC and UPSR protection schemes, when both work and 
protect paths fail the traffic would be lost. In the 1 :N protection scheme, a single protection 
card supports multiple working cards. Hence, once a working card fail and fully load the 
protection card, the remaining working cards have no further backup protection. Also, once 
the protection card in the 1 :N protection scheme fails, no additional layers of protection are 
afforded. 
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[0008] A need remains for an improved protection scheme for paths or sub- 
network connections. 

BRIEF DESCRIPTION OF THE INVENTION 

[0009] A multi layered protection scheme is supported with SNC protection 
on top of 1+1, UPSR and/or 1 :N protection schemes. 

[0010] A subnetwork connection system is provided that includes line 
modules configured to receive traffic signals over bridged, individual corresponding channels. 
The line modules are grouped into sets at a lower protectionlayer, while the sets of line 
modules are organized into working legs and protection legs at an upper protection layer. The 
line modules in working and protection legs are monitored for defects that contribute to 
automatic protection switching. These defects include: AIS-P, LOP-P, UNEQ-P, AIS-V, 
LOP-V, UNEQ-V, DSn-AIS and DSn-LOF. The line modules are activated and deactivated 
based on different upper and lower protection schemes associated with the upper and lower 
protection layers, respectively. The subnetwork connection system further includes state 
maps associated with each of the line modules. The state maps store state data that activates 
and deactivates the line modules. The state maps are updated in accordance with the lower 
protection scheme to permit intra-leg switching between the line modules within one working 
leg or within one protection leg. The state map is also updated in accordance with the upper 
protection scheme to perform inter-leg switching between a first line module in one of the 
working and protection legs and a second line module in the other of the working and 
protection legs. The subnetwork connection system also includes a network control module 
interconnected with the line modules. The control module performs inter-leg switching by 
updating the state data in the state maps for corresponding line modules in associated working 
and protection legs. 

[0011] In one embodiment of the subnetwork connection system, the line 
modules constitute I/O boards and the network control module performs automatic switching 
between a primary I/O board in the working leg and a primary I/O board in the protection leg 
when a defect is experienced in the traffic signal. By way of example only, the lower 
protection scheme may be one of a 1+1 protection scheme, UPSR protection and a 1:N 
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protection scheme, while the upper protection scheme may be a subnetwork connection 
protection (SNC) scheme. 

[0012] In certain embodiments, the line modules generate a lower layer state 
map based on one of 1+1, UPSR and 1:N protection schemes, while the network control 
module generates an upper layer state map based on an SNC protection scheme. The upper 
and lower state maps are logically combined to create virtual tributary (VT) state maps that 
are used to activate and deactivate corresponding line modules. Optionally, the line modules 
may individually perform intra-leg switching by updating state maps locally residing on each 
line module within a common single working leg of the subnetwork connection system. 

[0013] In accordance with an alternative embodiment, a method is provided 
for protection switching in a subnetwork connection. The method includes receiving traffic 
signals at line modules that are grouped into sets, where the sets of line modules are 
organized into working legs and protection legs. The method further includes storing state 
data in state maps associated with each of the line modules. Inter-leg switching is performed 
between a line module in a working/protection leg and a line module in protection/working 
leg by updating the state maps in accordance with an inter-leg protection scheme. The 
method also includes activating and deactivating the line modules based on the updates to the 
state maps. 

[0014] The inter-leg switching could be automatic or user initiated. The 
automatic inter-leg switching could result due to one of these defects on work/protect leg: 
AIS-P, LOP-P, UNEQ-P, AIS-V, LOP-V, UNEQ-V, DSn-AIS, DSn-LOF. The user initiated 
switch could be as a result of LOCKOUT, FORCED or MANUAL switch requests issued 
through operate protection switch commands to the system. The priority (as defined in ITU-T 
G.841 standard) in which requests are serviced by the system to complete automatic switch or 
user switch requests is as follows: 

1 . Lockout of protection 

2. Forced switch 

3. AIS-P, LOP-P, UNEQ-P, AIS-V, LOP-V, UNEQ-V, DSn-AIS, DSn-LOF 

4. Manual switch 

5. Wait to restore 
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[0015] Optionally, the method may further include intra-leg switching 
between line modules in one of the working and protection legs by updating state maps in 
accordance with an intra-leg protection scheme. For example, the intra-leg protection scheme 
may be one of a 1+1 protection, UPSR protection and a 1:N protection scheme. As a further 
option, separate upper and lower layer state maps may be generated and logically combined to 
create state maps associated with each of the line modules. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0016] Figure 1 illustrates a block diagram of an exemplary SNC system. 

[0017] Figure 2 illustrates a block diagram of a tail end node, implementing 
a lower layer 1+1 protection scheme. 

[001 8] Figure 3 illustrates a block diagram of a tail end node implementing a 
lower level 1 :N protection scheme. 



[0020] Figure 5 illustrates a exemplary processing sequence used to perform 
intra-leg switching. 



[0022] Figure 7 illustrates a processing sequence for performing inter-leg 

switching. 

[0023] Figure 8 illustrates a automatic switching flow diagram for a process 
utilized in connection with inter-leg switching. 

[0024] Figure 9 illustrates an alternative embodiment supporting a multi- 
mode combination of nodes. 

DETAILED DESCRIPTION OF THE INVENTION 

[0025] Figure 1 illustrates a sub-network connection (SNC) system 10 
formed in accordance with an embodiment of the present invention. The SNC system 10 



[0019] 



Figure 4 illustrates an exemplary collection of state maps. 



[0021] 



Figure 6 illustrates a process model for an SNC system. 
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includes a head end node 12 and a tail end node 14. The head end node 12 is also designated 
as node or network element A (NE-A), and the tail end node 14 is designated as NE-B. By 
way of example only, two routes or channels 16 and 18 are illustrated as extending between 
the head and tail end nodes 12 and 14. The head end node 12 includes an input/output board 
(I/O board) set 20, which transmits and/or receives traffic signals to/from the SNC system 10. 
Similarly, the tail end node 14 includes an I/O board set 22 that transmits and/or receives 
traffic signals to/from the SNC system 10. The I/O boards set 20 and 22 also communicate 
with other nodes in the network via optical fiber connections 26 and 28. For convenience, the 
figure show 26 & 28 connected to test equipment. The term "set" is used to indicate that 

multiple I/O boards are included within each of I/O board set 20 and I/O board set 22. 

r 

[0026] The I/O board set 20 conveys traffic signals to and from a network 
control board (NCB) 30 which controls a bridging operation (generally denoted at 32). The 
traffic signals are split at bridge point 32 to I/O board sets 34 and 36. The I/O board set 20 
communicates with the NCB 30 over a link 29, while the NCB 30 communicates with the I/O 
board sets 34 and 36 over links 33 and 35, respectively. The shading at links 33 and 35 
denotes that a common or multiple different traffic signals are being simultaneously carried 
over both links 33 and 35 through multiple I/O boards in accordance with a bridging 
operation. The I/O board sets 34 and 36 communicate along channels 16 and 18 with I/O 
board sets 38 and 40, respectively, in the tail end node 14. The I/O board sets 38 and 40 are 
joined with an NCB 42 through links 44 and 46, respectively. 

[0027] The shading at link 46 denotes that at least one I/O board within I/O 
board set 40 is active and thus transmitting the received traffic signal through the NCB 42 to 
the I/O board set 22. The link 44 between I/O board set 38 and NCB 42 is not shaded 
indicating that I/O board set 38 is in an inactive or deactivated state in the example of Figure 
1. Only one of I/O board sets 38 and 40 may be active at any point in time. The traffic 
signal(s) received at the NCB 42 is conveyed over link 43 to the I/O board set 22. 

[0028] In the example of Figure 1, sets of I/O boards and NCB's are 
illustrated. However, it is understood that other structure, both hardware and software, may 
be utilized in place thereof or in addition thereto. The I/O boards represent an explemplary 
type of input/output module that may be utilized to receive and transmit traffic signals to, 
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from and within the SNC system 10. Throughout the present application, the term "line 
module" shall be used to generically reference circuitry, components, devices and structures 
that receive and transmit traffic signals, one example of which is an I/O board. By way of 
example only, each line module may include local memory and a processor, controller, CPU 
or the like that performs local controls and operations as explained below. Throughout the 
present application, the term control module shall be used generally to refer to network 
control boards and any other device, circuitry, component or structure that is capable of 
performing the described operations. 

[0029] In the example of Figure 1, the I/O board sets 34, 36, 38, and 40, 
have been organized into a working leg (corresponding to channel 16) and a protection leg 
(corresponding to channel 18). The terms "working leg" and "protection leg" are intended to 
have their normal meaning as understood in the field. In general, a working leg represents a 
primary leg or path, over which traffic signals are conveyed, while a protection leg represents 
a backup or auxiliary path over which redundant traffic signals are simultaneously conveyed. 

[0030] Figure 2 illustrates the tail end node 14 in more detail, including I/O 
board sets 22, 38, and 40 that communicate with one another via links 43, 44, and 46 through 
the NCB 42. The I/O board set 38 includes primary and back-up I/O boards 50 and 52, while 
I/O board set 40 includes primary and back-up I/O boards 54 and 56. I/O board set 22 
includes primary and back-up I/O boards 58 and 60. Hereafter, I/O boards 50-56 shall be 
referred to as primary or working IOB's and back-up or protection IOB's, accordingly. Each 
of I/O board sets 38, 40 and 22 include a working IOB (50, 54 and 58) and a protection IOB 
(52, 56 and 60). Each of the working and protection IOB's 50-56 include separate, incoming 
channels 62, 64, 66 and 68, respectively. Within I/O board set 38, only one of the working 
and protection IOB's 50 and 52 is active, and in turn, conveys the received traffic signal onto 
link 44. Similarly, the I/O board set 40 includes a working IOB 54 and a protection IOB 56, 
only one of which is active. While the working and protection IOB's 54 and 56 both receive 
redundant incoming traffic at incoming channels 66 and 68, respectively, only the active one 
of the working and protection IOB's 54 and 56 outputs the traffic signal onto link 46. In the 
present example, only I/O board set 40 is active, and thus (as denoted by the shaded region 
proximate link 46), traffic signals are only conveyed along link 46 to the NCB 42, not along 
link 44. Only a single active leg is maintained within the SNC system 10 of Fig. 2, where the 
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active leg (either a working leg or a protection leg) feeds the traffic signal to the termination 
point (represented by I/O board set 22 in Figures 1 and 2). 

[0031] In the example of Figure 2, the NCB 42 may be part of a single cell 
switching fabric. Alternatively, the NCB 42 may be separate from the switching fabric, 
where the switching fabric may comprise multiple cells. 

[0032] In the example of Figure 2, two levels or layers of protection are 
provided to improve the survivability and reliability of traffic signals carried through the SNC 
system 10. The layers or levels of protection are afforded by providing redundant working 
and protection IOB's (or line modules, more generally). The first or lower layer of protection 
and redundancy is internally within each of the I/O board sets 38, 40 and 22. In the example 
of Figure 2, the working and protection IOB's 50 and 52 define a lower protection scheme 
known as "1+1 protection." Similarly, the I/O board set 40 associated with the protection leg 
is also afforded 1+1 protection as is the I/O board set 22 associated with the termination 
point. 

[0033] In general, the term redundancy, as used throughout, represents the 
use of a backup (protection) module within the system, in the event that the primary 
(working) module fails. Redundancy is used to ensure reliability and continuous flow- 
through of the traffic signal. A 1+1 protection scheme affords one form of redundancy that is 
provided when each primary (working) IOB is paired with a unique and corresponding 
backup (protection) IOB. 1+1 protection enables the equipment to overcome single board 
failures. 1+1 protection enables hitless protection switching, meaning that, in the event of an 
IOB failure, the SNC system 10 is able to switch to a protection or backup board before 
synchronization is lost with the frames in the data structure carried within the traffic signal. 

[0034] In the example of Figure 2, by providing 1+1 protection, each 
working IOB, 50, 54, and 58, is paired with a protection IOB, 52, 56, and 60, of the same 
type. Hence, when a working IOB fails, the traffic is switched intra-leg to its corresponding, 
paired protection IOB. In the event that the failure is resolved at the working IOB, the traffic 
may be automatically reverted back to the working IOB. An upper level or layer of protection 
is also provided, also referred to hereafter as the SNC protection scheme, as it provides hitless 
protection to the overall SNC system 10. The upper level protection scheme affords 
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protection when failures occur in both of the working and protection IOBs 50 and 52 in the 
I/O board set 38. In accordance with the SNC protection scheme, traffic is switched inter-leg 
from the I/O board set 38 (working leg) to one of the working and protection IOBs 54 and 56 
in the I/O board set 40 (protection leg). Continuing with the above example, the SNC 
protection scheme may first switch or roll traffic to the working IOB 54. If the IOB 54 later 
fails, the 1+1 protection scheme will switch or roll traffic intra-leg to the protection IOB 56. 

[0035] In each of the above inter-leg and intra-leg switching or rolling 
operations, the failing IOB is deactivated and the new IOB is activated hitlessly, namely 
without losing frame synchronization. 

[0036] Figure 3 illustrates an alternative embodiment for a tail end node 80 
that utilizes an alternative lower level protection scheme. The tail end node 80 includes I/O 
board sets 82 and 84 joined with an NCB 86 over links 88 and 90, respectively. The NCB 86 
is joined to a termination point I/O board set 92 over link 94. A test set 96 is joined to the 
termination I/O board set 92 over link 98. The I/O board sets 82 and 84 are organized into a 
working leg and a protection leg, respectively, in accordance with an upper layer protection 
scheme (e.g., an SNC protection scheme). The I/O board sets 82 and 84 each include more 
than one I/O board (or more generally more than one line module). The I/O board set 82 
includes a single protection IOB 100 and two working IOB's 102 and 104. The I/O board set 
84 also includes a single protection IOB 108, and a series of working IOB's 109-1 14. 

[0037] The configuration illustrated in Figure 3 corresponds to a 1:N 
protection scheme. The 1 :N protection scheme allows a single protection IOB to protect one 
of the multiple working IOBs in the set. For example, when each of channels 103 and 105 
convey separate and distinct traffic channels that are not redundant to one another, the 
protection IOB 100 provides protection for one of the working IOB's 102 and 104. 

[0038] Similarly, the channels 116, joined with the working IOB's 109-1 14, 
also convey separate and distinct traffic signals, not redundant traffic signals. At least two of 
the working IOBs 109-114 may be redundant to, and carry the same SNC traffic signals, as 
working IOBs 102 and 104. The protection IOB 108 provides redundant protection for the 
working IOB's 109-114 based on a predetermined prioritization scheme, under which the 
protection IOB 108 receives traffic signals redundant with a select one of channels 1 16 at any 
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point in time. As in the embodiment of Figure 2, when a failure occurs within the I/O board 
set 82 (e.g., such as in working IOB 102), the protection IOB 100 is activated and begins 
transmitting traffic signals (e.g., intra-leg switching) in place of working IOB 102 over link 
88 based on the 1:N protection scheme. In the event that the protection IOB 100 fails, the 
traffic is hitlessly switched or rolled inter-leg to a corresponding one of working IOBs 109- 
114, for example working IOB 109 based on the SNC protection scheme. Should working 
IOB 109 later fail, the traffic is intra-leg switched to protection IOB 108 based on the 1:N 
protection scheme. Hence, traffic switching or rolling is able to be automatically moved 
across the entire SNC system 10, without loss of frame synchronization. 

[0039] By way of example only, each protection and working IOB (and more 
generally each line module) may include memory and a local controller. The memory may 
store, among other things, state maps accessed by the controller of the individual I/O board to 
activate and deactivate the I/O board. 

[0040] Figure 4 illustrates a state map collection 120 that are associated with 
individual I/O boards and that define the state of such I/O boards (e.g., active or inactive). 
The state map collection 120 includes SNC maps 122, 124, 126 and 128 that are controlled 
and updated by a respective NCB (e.g., NCB 42 in Figure 2). The state map collection 120 
also includes a plurality of 1+1 state maps 130, 132, 134, and 136 that are controlled and 
updated by corresponding I/O boards (e.g., the working and protection IOB's 52, 54, 56 and 
58 in the embodiment of Figure 2). The state map collection 120 further includes a group of 
composite virtual tributary (VT) maps 138, 140, 142 and 144. The VT maps 138-144 
represent logical combinations of corresponding SNC maps and 1+1 maps. More 
specifically, the VT map 138 represents the logical AND combination of the SNC map 122 
and the 1+1 map 130. Similarly, the VT map 140 represents the logical AND combination of 
the SNC map 124 and the 1+1 map 132. The VT maps 142 and 144 each represent the 
logical AND combinations of the corresponding SNC maps 126, 128 and 1+1 maps 134 and 
136, respectively. 

[0041] The state map collection 120 is shown for illustration purposes only 
grouped based on the working and protection legs and organized based on the I/O board 
arrangement. More specifically, the state map collection 120 is divided into working state 
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maps 146 and protection state maps 148. The working state maps 146 are updated to control 
the active and inactive states of the I/O boards within the I/O board set 38 (Fig. 2). The 
protection state maps 148 activate and deactivate the I/O boards within the I/O board set 40. 
The individual state maps within the working state maps 146 are divided based upon the IOB 
to which each state map is associated. More specifically, the SNC map 122, 1+1 map 130 
and VT map 138 are associated with the protection IOB 52. The SNC map 124, 1+1 map 132 
and VT map 140 are associated with the working IOB 50. The SNC map 126, 1+1 map 134 
and VT map 142 are associated with the protection IOB 56, while the SNC map 128, 1+1 
map 136 and VT map 144 are associated with the working IOB 54. 

[0042] While not illustrated, the collection of state maps similar to those of 
Figure 4 also are utilized in connection with the embodiment of Figure 3. However, in the 
embodiment of Figure 3, a 1:N protection scheme is utilized and thus more than two I/O 
boards are provided within each I/O board set. In I/O board set 82 (Fig. 3), a protection IOB 
100 and two working IOB's 102 and 104 are used. Hence, the corresponding state map 
collection would include an SNC map, a 1:N map and a VT map for protection IOB 100. 
Similarly, the state map collection would include separate SNC maps, separate 1 :N maps and 
separate VT maps for each of the working IOB's 102 and 104, all associated with the working 
leg. 

[0043] In addition, the state map collection associated with the embodiment 
of Figure 3 would also include protection leg state maps associated with the I/O board set 84. 
The I/O board set 84 includes one protection IOB and six working IOB's. Hence, the 
corresponding protection leg state map set would include an SNC map, a 1 :N map and a VT 
map for each of the protection and work IOB's 108-1 14. 

[0044] Returning to the embodiment of Figures 2 and 4, each working and 
protection IOB 50-56 includes memory storing at least its corresponding VT map 138-144, 
respectively. . The 1+1 maps 130-136 may be stored in the memory of the protection and 
working IOB's 52-58. 

[0045] Figure 5 illustrates the processing sequence carried out in connection 
with the embodiments of Figures 1-4 to implement the lower level protection scheme (e.g., 
the 1+1 protection scheme of Figures 2 and 4 or the 1:N protection scheme of Figure 3). It is 
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understood that the sequence of Figure 5 may be implemented with other embodiments that 
entirely differ from those disclosed in Figures 1-4. For convenience, the process of Figure 5 
is described in connection with Figures 2 and 4. 

[0046] Beginning at 200, each working and protection IOB 50-56 is 
initialized based on its corresponding VT map (e.g, 138-144 in Figure 4). At 202, each 
protection and working IOB 50-56 begins monitoring traffic signals carried there through to 
detect failures. Failures may arise in many forms. For example, failures may arise due to 
hardware faults, or alternatively, for signal degradation due to the channel. Once a failure is 
detected, processing passes to 204, at which the 1+1 map for the failed active IOB is 
rewritten. For example, if the working IOB 50 in Figure 2 failed, the 1+1 map 132 in Fig. 4 is 
rewritten from all "1" to all "0." At 206, the 1+1 map for the corresponding inactive 
protection IOB is rewritten to an active state. In the foregoing example, the protection IOB 
52, would represent the inactive IOB to become active. Hence, the 1+1 map 130 would be 
rewritten from all "0" to all "1" signifying that the protection IOB 52 should become active. 

[0047] Thereafter, at 208 the 1+1 maps for the newly active and newly 
inactive IOB's are logically ANDed with the corresponding SNC map. In the example of 
Figure 2, at 208, the 1+1 maps 130 and 132 (now in their new states, inverted from those 
shown in Figure 4), would be ANDed with the corresponding SNC maps 122 and 124, 
respectively, to produce new VT maps 138 and 140. Hence, once the 1+1 map 130 is 
inverted to all "1" the VT map 138 would similarly be inverted to all "1" thereby activating 
the protection IOB 52. Similarly, when the 1+1 map 132 is inverted to all "0" the newly 
created VT map 140 would similarly be all "0" thereby deactivating the working IOB 50. 

[0048] Figure 6 illustrates a process model for a system configuration in 
accordance with an embodiment of the present invention. A block 210 denotes an 
NCB/CCB, while block 212 denotes an IOB. The NCB 210 contains a memory or database 
214, while the IOB contains a memory or database 216. Databases 216 store, among other 
things, the state maps as discussed above in connection with Figure 4. The oval-shaped 
elements within the NCB 210 and IOB 212 represent software processes or tasks. For 
example, process 218 performs SNC provisioning of IOBs, while process 220 performs SNC 
protection tasks. Similarly, process 222 and process 224 perform SNC provisioning of IOBs 
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and SNC protection tasks at the IOB. The paths 226, 228 and 230, correspond to 
communication links or threads between certain processing tasks. 

[0049] A key is provided along the right side, identifying the signals that are 
exchanged between processes along the corresponding paths 226-230. For example, an 
operate and release task (#3) is exchanged between the SNC protection processes 220 and 
224, as is an FFP switch (#5). The signals exchanged between the SNC provision processes 
218 and 222 include an FFP delete (#4), an EPS delete (#6), an EPS edit (#7), and an EPS 
switch (#8). The EPS delete, edit and switch signals are utilized in connection with a 
configuration having 1:N protection at the lower protection layer (e.g., within the I/O board 
sets). The FFP delete and FFP switch signals are utilized in connection with a 1+1 protection 
scheme at the lower protection layer. The FFP delete or EPS delete signals are used to turn 
off the 1+1 protection or 1:N protection. The EPS edit signal disables a particular IOB, while 
the EPS switch initiates a switchover operation between an old failing activated IOB and a 
newly activated IOB. The FFP switch is used to switch between working and protection 
IOB's within a 1+1 protection scheme. The create/delete, retrieve and operate arid release 
signals are utilized at the tier 1 level. The create/delete signal creates or deletes an IOB from 
the available group of IOB's. The retrieve command obtains desired information about an 
IOB. The operate and release signal places a particular IOB on the list of available, yet 
inactive, IOB's or alternatively takes an IOB off of the list of available, inactive IOB's. 

[0050] Figure 7 illustrates an SNC auto-switching flow diagram. Beginning 
at 300, the SNC is in an idle state. At 302, the NCB is notified by an IOB of a path defect. 
At 304, the NCBupdates the database with the defect received.. At 306, the NCB determines 
the types and layers of protection being utilized. In the example of Figure 7, the NCB 
determines whether the SNC is using a multi-tiered protection scheme, having an SNC 
protection layer over a 1+1 lower protection layer. If no, control moves to 308 where an FSM 
process is run and the active IOB's are polled. If at 306 the determination is yes, control 
moves to 310 where it is determined whether the defect arose from an active IOB. If no, flow 
passes to 312 where the NCB returns to an idle state. If at 310, the determination is yes, flow 
passes to 308, where the active IOB's are polled. At 314, the NCB determines whether a 
working leg has failed and a protection leg remains good. If all working and protection legs 
have failed, an error occurs. If the working leg has failed, yet a protection leg remains good, 
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flow passes to 316, where the NCB passes a signal to the IOB's of the corresponding working 
leg, instructing such IOB's to disable or deactivate. The NCB also passes a signal to the 
IOB's of the corresponding protection leg in order to enable or activate such IOB's. At 318 
the switch completion notification is sent to management system . At 320, the switching 
operation is completed by entering the "sncAuto" state.. 

[0051] Figure 8 illustrates a more detailed flow diagram of an automatic 
switching operation for the SNC. At 330, the process is started (corresponding to point 320 
in Figure 7). At 332, an SNC switch request is made by the NCB to the IOB's. At 334, an 
SNC VT map is generated based on the 1+1 map of information for the corresponding IOB. 
At 336, the hardware of the IOB is updated through a fairfax driver with the logical 
combination ANDed of the SNC maps and 1+1 maps for the corresponding IOB's. At 338, 
the process is stopped. 

[0052] Figure 9 illustrates an embodiment of the present invention that 
supports SNC protection for non-SONET/mixed mode combinations (with 1+1 , 1 :N or UPSR 
protection as lower level protection). The mixed mode combinaton may include an IOB-A 
operating in a DSI mode, while the IOB-B and IOB-C operate in a VT mode. The mixed 
mode combination may alternatively include the IOB-A operating in a VT mode, while the 
IOB-B and IOB-C operate in DSI mode. As a further option, the mixed mode combination 
may include the IOB-A operating in a VT mode, while the IOB-B operates in a DSI mode 
and the IOB-C operates in a VT mode. 

[0053] The various embodiments support head-end to tail-end automation of 
bridge and roll operations using, among other things, path trace messages. The path trace 
may be supported over unused payload or overhead bytes in VT SPE (e.g. Z6/Z7) or STS SPE 
(e.g. Z3/Z4).. The path trace also allows NM to verify the continuity of paths before and after 
roll operations and auto switches. 

[0054] The foregoing processes permit intra-leg and inter-leg switching 
between IOBs (or more generally line modules) through multiple different layers of switching 
protection schemes without lossing frame synchronization. 
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[0055] Optionally, the levels or layers of protection may include an upper 
layer or level of SNC protection and a lower layer or level of UPSR protection, wherein the 
lower UPSR protection is at the path level (e.g. STS-1 or VT-1 .5) . 

[0056] While the invention has been described in terms of various specific 
embodiments, those skilled in the art will recognize that the invention can be practiced with 
modification within the spirit and scope of the claims. 
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